ENGLISH MARTYRS’ CATHOLIC PRIMARY SCHOOL

Data Protection Policy

2024-2025

OurEnglish Martyrs’ School community aims to followthe example of Christ in welcoming,
recognising, fostering anddeveloping each individual as a unique and special gift of GOD with value
anddignity
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1.Aims

Our school aims to ensure that all personal data collected about staff, pupils, parents, governors, visitors
and otherindividualsis collected, stored and processed in accordance with UK data protection law.

This policy appliesto all personal data, regardless of whetheritisin paperorelectronicformat.

2. Legislation and guidance

This policy meets the requirements of the

- UK General Data Protection Regulation (UK GDPR) —the EU GDPR was incorporatedinto UK
legislation, with some amendments, by The Data Protection, Privacy and Electronic
Communications (Amendments etc) (EU Exit) Regulations 2020

- Data Protection Act 2018 (DPA 2018)

Itisbased on guidance published by the Information Commissioner’s Office (ICO) on the UK-GDPR.

It meetsthe requirements of the Protection of Freedoms Act 2012 whenreferring to our use of
biometric data.
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In addition, this policy complies with regulation 5 of the Education (Pupil Information) (England)
Regulations 2005, which gives parents the right of access to their child’s educational record.

3. Definitions

TERM

Personal data

Special categories of
personal data

Processing

Data subject

Data controller

Data processor

Personal data breach

DEFINITION

Anyinformationrelatingto anidentified, oridentifiable, living individual.
This may include the individual’s:

> Name (including initials)

> ldentificationnumber.

> Location data.

» Onlineidentifier, such as ausername

It may alsoinclude factors specificto the individual’s physical, physiological,
genetic, mental, economic, cultural or social identity.

Personal data, which is more sensitiveand so needs more protection,
includinginformation aboutanindividual’s:

> Racial or ethnicorigin

> Political opinions

> Religiousor philosophical beliefs
> Trade union membership

> Genetics

> Biometrics (such as fingerprints, retinaand iris patterns), where used for
identification purposes

> Health—physical or mental
> Sexlife or sexual orientation
Anything done to personal data, such as collecting, recording, organising,

structuring, storing, adapting, altering, retrieving, using, disseminating,
erasing ordestroying.

Processing can be automated or manual.

The identified oridentifiableindividual whose personal datais held or
processed.

A personor organisation that determines the purposes and the means of
processing personal data.

A personor otherbody, otherthanan employee of the data controller, who
processes personal data on behalf of the data controller.

A breach of security leadingtothe accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, oraccess to, personal data.
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4. The data controller

Our school processes personal datarelating to parents, pupils, staff, governors, visitors and others, and
thereforeisadata controller.

The school isregistered with the ICO and has paid its data protection fee to the ICO as legally required.

5. Roles and responsibilities

This policy applies to all staff employed by our school, and to external organisations orindividuals
working on our behalf. Staff who do not comply with this policy may face disciplinary action.

5.1 Governing body

The governing body has overall responsibility forensuring that our school complies with all relevant
data protection obligations.

5.2 Data Protection Officer

The Data Protection Officer (DPO) is responsible for overseeing the implementation of this policy,
monitoring our compliance with data protectionlaw, and developing related policies and guidelines
where applicable.

They will provide an annual report of their activities directly to the governing body and, where relevant,
reportto the governing body theiradvice and recommendations on school data protectionissues.

The DPO is also the first point of contact for individuals whose data the school processes, and forthe
ICO.

Full details of the DPO’s responsibilities are set outin theirjob description.

Our DPOis Judicium Consulting

Telephone: 0345 548 7000

Email: dataservices@judicium.com

5.3 Headteacher

The Headteacher acts as the representative of the data controller on a day-to-day basis.

5.4 All staff

Staff are responsible for:
e Collecting, storingand processing any personaldatain accordance with this policy
e Informingthe school of any changesto their personal data, such as a change of address
e Contactingthe DPOin the following circumstances:

o Withany questionsaboutthe operation of this policy, data protection law, retaining
personal dataor keeping personal datasecure

o Iftheyhave any concernsthatthis policyis not beingfollowed

o Iftheyare unsure whetherornotthey have a lawful basis to use personal dataina
particular way

o Iftheyneedtorelyonor capture consent, drafta privacy notice, deal with data
protection rightsinvoked by anindividual, ortransfer personal data outside the UK
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o Ifthere has beenadata breach

o Whenevertheyare engaginginanew activity that may affect the privacy rights of
individuals

o Iftheyneedhelp with any contracts or sharing personal data with third parties

6. Data protection principles

The UK GDPR is based on data protection principles that our school must comply with.

The principles say that personal data must be:

Processed lawfully, fairly and in atransparent manner.
Collected forspecified, explicit and legitimate purposes.

Adequate, relevantand limited to what is necessary to fulfil the purposes for whichitis
processed.

Accurate and, where necessary, kept up to date.
Keptforno longerthanis necessary forthe purposesforwhichitis processed.

Processedinaway that ensuresitisappropriately secure.

This policy sets out how the school aims to comply with these principles.

7. Collecting personal data

7.1 Lawfulness, fairness and transparency

We will only process personal datawhere we have one of 6 ‘lawful bases’ (legal reasons) todo sounder
data protection law:

The data needs to be processed so that the school can fulfil a contract with the individual, or
the individual has asked the school to take specificsteps before enteringinto a contract.

The data needs to be processed so that the school can comply with a legal obligation.

The data needs to be processed to ensure the vital interests of the individual oranother person
i.e.toprotectsomeone’slife.

The data needs to be processed sothatthe school, asa publicauthority, can performatask in
the publicinterest, or exercise its official functions.

The data needsto be processed forthe legitimate interests of the school (where the processing
is not for any tasks the school performs as a publicauthority) orathird party provided the
individual’s rights and freedoms are not overridden.

The individual (ortheir parent/carerwhen appropriatein the case of a pupil) has freely given
clearconsent.

For special categories of personaldata, we will also meet one of the special category conditions for
processing under data protection law:

The individual (ortheir parent/carer when appropriate in the case of a pupil) has freely given.
explicitconsent

The data needs to be processed to perform or exercise obligations orrightsin relation to
employment, social security or social protection law

The data needs to be processed to ensure the vital interests of the individual oranother person,
where the individual is physically orlegally incapable of giving consent.
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e Thedata has already been made manifestly publicby the individual.
o Thedata needstobe processed forthe establishment, exercise or defence of legal claims.

e Thedata needsto be processed forreasons of substantial publicinterest as definedin
legislation.

e Thedata needsto be processed for health or social care purposes, and the processingis done
by, or underthe direction of, a health or social work professional or by any other person obliged
to confidentiality underlaw.

e Thedata needsto be processed for publichealth reasons, and the processingis done by, or
underthe direction of, ahealth professional orby any other person obliged to confidentiality
underlaw.

e Thedata needsto be processed for archiving purposes, scientificor historical research
purposes, or statistical purposes, and the processingisinthe publicinterest.

For criminal offence data, we willmeet both alawful basis and acondition set out under data protection
law. Conditionsinclude:

e Theindividual (ortheir parent/carer when appropriate in the case of a pupil) has given consent.

o Thedata needsto be processedtoensure the vital interests of the individual oranother person,
where the individual is physically or legally incapable of giving consent.

e The data has already been made manifestly publicby the individual.

e Thedataneedsto be processedfororinconnectionwith legal proceedings, to obtain legal
advice, orfor the establishment, exercise or defence of legal rights.

o Thedata needsto be processed for reasons of substantial publicinterest as defined in
legislation.

Wheneverwe first collect personal datadirectly fromindividuals, we will provide them with the relevant
information required by data protection law.

We will always consider the fairness of our data processing. We will ensure we do not handle personal
data inways thatindividuals would not reasonably expect or use personal datain ways which have
unjustified adverse effects onthem.

7.2 Limitation, minimisation and accuracy

We will only collect personal datafor specified explicit and legitimate reasons. We will explain these
reasons to the individualswhen we first collect their data.

If we wantto use personal datafor reasons otherthan those given when we first obtained it, we will
inform the individuals concerned before we do so and seek consent where necessary.

Staff must only process personal datawhere itis necessaryinordertodo theirjobs.

We will keep dataaccurate and, where necessary, up to date. Inaccurate data will be rectified orerased
when appropriate.

When staff no longer need the personal datathey hold, they mustensureitis deleted oranonymised.
Thiswill be done inaccordance with the school’s Records Management Policy.
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8. Sharing personal data

We will not normally share personal datawith anyone else without consent, but there are certain
circumstances where we may be requiredto do so. These include, but are not limited to, situations
where:

e Thereisan issue with apupil or parent/carerthat puts the safety of our staff at risk.
e We needtoliaise with otheragencies—we will seekconsent as necessary before doing this.

e Oursuppliersorcontractors need datato enable us to provide services to our staff and pupils —
for example, ITcompanies. When doing this, we will:

o Onlyappointsuppliers or contractors which can provide sufficient guarantees that they
comply with UK data protection law.

o Establish acontract with the supplierorcontractor, to ensure the fairand lawful
processing of any personal datawe share.

o Onlyshare datathat the supplier or contractor needs to carry out theirservice.

We will also share personal data with law enforcementand government bodies where we are legally
requiredtodoso.

We may also share personal data with emergency services and local authorities to help them to respond
to an emergency situation that affects any of our pupils or staff.

Where we transfer personal datainternationally, we will do soin accordance with UK data protection
law.

9. Subject access requests and other rights of individuals
9.1 Subject access requests

Individuals have aright to make a ‘subject access request’ to gain access to personal information that
the school holds about them. Thisincludes:

e Confirmation thattheir personal datais being processed.
e Accessto acopy of the data

o The purposes of the data processing

e The categories of personal data concerned.

e \Who the data hasbeen, orwill be, shared with

e How longthe data will be stored for, or if thisisn’t possible, the criteria used to determine this
period.

e Where relevant, the existence of the right to request rectification, erasure orrestriction, orto
objectto such processing.

o Theright to lodge acomplaint with the ICO oranother supervisory authority.
e The source of the data, if not the individual

e Whetheranyautomated decision-makingis being applied to their data, and what the
significance and consequences of this might be forthe individual.

e Thesafeguards providedif the datais beingtransferred internationally.

Subjectaccess requests can be submitted in any form, but we may be able torespond to requests more
quickly if they are made in writing, either by letter oremail tothe DPO. They should include:

e Name of individual
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e Correspondence address

e Contact numberand email address.

e Details of the information requested.
If staff receive asubjectaccessrequestinany form, they mustimmediately forward it to the DPO.
9.2 Children and subject access requests

Personal dataabouta child belongsto thatchild, and not the child's parents or carers. For a parent or
carer to make a subjectaccess request with respectto their child, the child musteitherbe unable to
understand theirrights and the implications of asubject access request or have given their consent.

Children belowthe age of 12 are generally notregarded to be mature enough to understand theirrights
and the implications of asubject access request. Therefore, most subject access requests from parents

or carers of pupils at our school may be granted without the express permission of the pupil. Thisis not

arule and a pupil’s ability to understand theirrights will always be judged on a case-by-case basis.

9.3 Responding to subject access requests
When responding to requests, we:
e May ask the individual to provide 2 forms of identification.
e May contact the individual viaphoneto confirm the request was made.

o Willrespond without delay and within 1 month of receipt of the request (orreceipt of the
additional information needed to confirm identity, where relevant).

o Will provide the informationfree of charge.

e May tell the individual we will comply within 3 months of receipt of the request, where a
requestis complex ornumerous. We will inform the individual of this within 1 month and
explain why the extensionis necessary.

We will notdisclose information foravariety of reasons, such asifit:
e Might cause serious harm to the physical or mental health of the pupil or anotherindividual.

e Wouldrevealthatthe childisbeingor hasbeenabused, oris at risk of abuse, where the
disclosure of thatinformation would not be in the child’s best interests.

e Wouldinclude anotherperson’s personal datathat we can’t reasonably anonymise, and we
don’thave the otherperson’s consentand it would be unreasonable to proceed withoutit.

e Is part of certain sensitive documents, such as those related to crime, immigration, legal
proceedings orlegal professional privilege, management forecasts, negotiations, confidential
references, orexam scripts.

If the requestis unfounded orexcessive, we may refuse toact on it, or charge a reasonable fee to cover
administrative costs. We will take into account whetherthe requestis repetitive in nature when making
this decision.

When we refuse a request, we will tell the individual why, and tell them they have the right to complain
to the ICO orthey can seek to enforce their subject access rights through the courts.

9.4 Other data protectionrights of the individual

In additionto the right to make a subject access request (see above), and to receive informationwhen
we are collecting theirdata about how we use and processit (see section 7), individuals also have the
right to:

e Withdraw theirconsentto processingatanytime.

e Askus to rectify, erase orrestrict processing of their personal data (in certain circumstances)
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e Preventuse of their personal datafordirect marketing

e Objectto processing which has been justified onthe basis of publicinterest, official authority or
legitimateinterests.

e Challenge decisions based solely on automated decision making or profiling (i.e. making
decisions orevaluating certain things aboutanindividual based on their personal datawith no
humaninvolvement

e Benotified of adata breach (in certain circumstances)
e Make a complainttothe ICO

e Askfortheirpersonal datato be transferred to a third party ina structured, commonly used and
machine-readableformat (in certain circumstances)

Individuals should submitany requestto exercise theserightstothe DPO. If staff receive such a request,
they mustimmediately forward it to the DPO.

10. Parental requests to see the educational record.

Parents, or those with parental responsibility, have alegal right to free access to theirchild’s
educational record (which includes mostinformation about a pupil) within 15 school days of receipt of a
writtenrequest.

Ifthe requestisfora copy of the educational record, the school may charge a fee to cover the cost of
supplyingit.
The right applies aslongasthe pupil concernedisaged under 18.

There are certain circumstances in which thisright can be denied, such asif releasing the information
might cause serious harm to the physical or mental health of the pupil oranotherindividual, orif it
would mean releasing test orexam marks before they are officially announced.

11. Biometric recognition systems

Where we use pupils’ biometricdataas part of an automated biometricrecognition system (for
example, pupils use finger printsto receive school dinners instead of paying with cash, we will comply
with the requirements of the Protection of Freedoms Act 2012.

Parents/carers will be notified before any biometric recognition systemis putin place or before their
childfirsttakes part init. The school will get written consentfromatleast 1 parentor carer before we
take any biometricdatafrom theirchild and first processit.

Parents/carers and pupils have the right to choose not to use the school’s biometric system(s). We will
provide alternative means of accessing the relevant services forthose pupils. Forexample, pupils can
pay forschool dinnersin cash at each transaction if they wish.

Parents/carers and pupils can withdraw consent, atany time, and we will make sure thatany relevant
data already capturedisdeleted.

As required by law, if a pupil refusesto participate in, or continue to participate in, the processing of
theirbiometricdata, we will not process that data irrespective of any consent given by the pupil’s
parent(s)/carer(s).

Where staff members or otheradults use the school’s biometric system(s), we will also obtain their
consent before theyfirsttake partin it and provide alternative means of accessing the relevant service
if they object. Staff and otheradults can also withdraw consent at any time, and the school will delete
any relevant dataalready captured.
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12. Photographs and videos

As part of our school activities, we may take photographs and record images of individuals within our
school.

We will obtain written consent from parents/carers for photographs and videos to be taken of their
child forcommunication, marketing and promotional materials. We will clearly explain how the
photograph and/orvideo will be used to both the parent/carerand pupil.

Any photographs and videos taken by parents/carers at school events for their own personal use are not
covered by data protection legislation. However, we will ask parents not to take photos or videos where
these couldinclude children whose parents/carers have not given written consent children (forexample
a class production). Where thisis notaproblem, we will ask that photos or videos with other pupils are
not shared publicly on social media forsafeguarding reasons.

Where the school takes photographs and videos, usesmay include:
e Withinschool on notice boards andin school magazines, brochures, newsletters, etc.

e QOutside of school by external agencies such as the school photographer, newspapers,
campaigns

e Online onourschool website

Consentcan be refused orwithdrawn at any time. If consentis withdrawn, we will delete the
photograph orvideo and not distribute it further.

When using photographs and videos in this way we will not accompany them with any other personal
information about the child, to ensure they cannot be identified.

See our Safeguarding (Child Protection) Policy and Procedures and Online Safety Policy for more
information on our use of photographs and videos.

13. Data protection by design and default

We will put measuresin place to show that we have integrated data protection into all of our data
processing activities, including:

e Appointingasuitably qualified DPO, and ensuring they have the necessary resources to fulfil
theirduties and maintain theirexpert knowledge.

e Onlyprocessing personal datathat is necessary for each specific purpose of processing, and
alwaysinline with the data protection principles set outin relevant data protection law (see
section 6)

e Completingdataprotectionimpactassessments wherethe school’s processing of personal data
presents ahigh risk to rights and freedoms of individuals, and when introducing new
technologies (the DPO will advise on this process)

e Integrating dataprotectionintointernal documentsincludingthis policy, any related policies
and privacy notices

e Regularly training members of staff on data protection law, this policy, any related policies and
any otherdata protection matters; we willalso keep arecord of attendance.

e Regularly conducting reviews and audits to test our privacy measures and make sure we are
compliant.

e Appropriate safeguards being putin place if we transferany personal data outside of the UK
where different data protection laws will apply.

e Maintaining records of our processing activities, including:

10|Page



o Forthe benefitof datasubjects, making availablethe name and contact details of our
schooland DPO and all information we are required to share about how we use and
process their personal data (via our privacy notices)

o Forall personal datathat we hold, maintaininganinternal record of the type of data,
type of data subject, how and why we are usingthe data, any third-party recipients, any
transfers outside of the UKand the safeguards for those, retention periods and how we
are keepingthe datasecure.

14. Data security and storage of records

We will protect personal dataand keep it safe from unauthorised or unlawful access, alteration,
processing ordisclosure, and against accidental or unlawful loss, destruction or damage.

In particular:

e Paper-basedrecordsand portable electronicdevices, such as laptops and hard drives that
contain personal dataare kept underlock and key/password protected when notin use.

e Paperscontaining confidential personal data must not be left on office and classroom desks, on
staffroomtables, pinnedto notice/display boards, or leftanywhere else where there is general
access.

e Where personal information needs to be taken off site, staff mustsignitin and out from the
school office.

e Passwordsthat are at least 8 characters long containing letters and numbers are used to access
school computers, laptops and otherelectronicdevices. Staff and pupils are reminded that they
should notreuse passwords from othersites.

e Encryptionsoftware isusedto protectall portable devices and removable media, such as
laptops and USB devices.

e Staff, pupils orgovernors who store personal information on their personal devices are
expected tofollow the same security procedures as for school-owned equipment (see our
Online Safety Policy and our Acceptable Use of School Computing Resources —Staff, Governors
and Volunteers Form signed by all staff and volunteers working in school).

e Where we needtoshare personal datawith a third party, we carry out due diligence and take
reasonable stepstoensure itis stored securely and adequately protected (see section 8)

15. Disposal of records

Personal datathat isno longerneeded will be disposed of securely. Personal datathat has become
inaccurate or out of date will also be disposed of securely, wherewe cannot ordo not need to rectifyor
updateit.

For example, we will shred orincinerate paper-based records, and overwrite or delete electronicfiles.
We may also use a third party to safely dispose of records on the school’s behalf. If we do so, we will
require the third party to provide sufficient guarantees thatit complies with data protection law.

16. Personal data breaches
The school will make all reasonable endeavours to ensure that there are no personal databreaches.
In the unlikely event of asuspected data breach, we will followthe procedure set outinappendix 1.

When appropriate, we will report the data breach to the ICO within 72 hours after becoming aware of it.
Such breachesina school context mayinclude, butare notlimited to:
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e A non-anonymised dataset being published onthe school website which shows the results of
pupils eligible for the pupil premium.

e Safeguardinginformation being made availableto an unauthorised person.

o Thetheftofa school laptop containing non-encrypted personal dataabout pupils

17.Training
All staff and governors are provided with data protection training as part of theirinduction process.

Data protection will also form part of continuing professional development, where changes to
legislation, guidance orthe school’s processes make it necessary.

18. Monitoring arrangements
The DPO, Headteacherand Governors are responsible for monitoring and reviewing this policy.

This policy will be reviewed every yearand shared with the full governing body as recommended by the
DepartmentforEducationinits guidance on statutory policies.

19. Links with other policies

This Data Protection Policyis linked to our:
e Freedom of Information PublicationScheme
e Safeguarding (Child Protection) Policy and Procedures
e Online Safety Acceptable Use Policy

e Protection of Biometricinformation of ChildrenPolicy
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Appendix 1: Personal data breach procedure

This procedure is based on guidance on personal data breaches produced by the ICO.

On finding orcausinga breach, or potential breach, the staff member or data processor must
immediately notify the DPO

The DPO will investigate the reportand determine whether abreach has occurred. To decide,
the DPO will consider whether personaldata has been accidentally or unlawfully:

o Lost
o Stolen
o Destroyed
o Altered
o Disclosed ormade available where it should nothave been
o Made available to unauthorised people
The DPO will alert the Headteacher.

Staff and Governors will cooperate with the investigation (including allowing access to
information and responding to questions). The investigation will not be treated as a disciplinary
investigation.

If a breach hasoccurred oritis considered to be likely thatis the case, the DPO willalert the Chair
of Governors

The DPO will make all reasonable efforts to contain and minimise the impact of the breach,
assisted by relevant staff members or data processors where necessary. The DPO should take
external advicewhenrequired (e.g. from IT providers). (Actions relevant to specific data types are
set out at the end of this procedure)

The DPO will assess the potential consequences (based on how serious they are, and how likely
they are to happen) beforeand after the implementation of steps to mitigate the consequences.

The DPO will work out whether the breach must be reported to the ICO and the individuals
affected usingthe ICO’s self-assessment tool .

The DPO will document the decisions (either way), in case the decisions are challenged at a
later date by the ICO oran individual affected by the breach. Documenteddecisions are stored
on the school’s computersystem.

Where the ICO must be notified, the DPO will dothisviathe ‘reporta breach’ page of the ICO
website, or through its breach report line (0303 123 1113), within 72 hours of the school’s
awareness of the breach. Asrequired, the DPO willset out:

e A description of the nature of the personal data breach including, where possible:

o The categoriesand approximate number of individuals concerned

o The categoriesand approximate number of personal datarecords concerned
o The name and contact details of the DPO
o Adescription of the likely consequences of the personal data breach

e Adescription of the measures that have been, orwill be taken, to deal with the breach
and

If all the above details are not yet known, the DPO will reportas much as they can within the
72 hours of the school’s awareness of the breach. The report will explain thatthere isadelay,
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the reasons why, and when the DPO expects to have furtherinformation. The DPO will submit
the remaininginformation as soon as possible.

e Where the school isrequired to communicate with individuals whose personal data has been
breached, the DPO will tell themin writing. This notificationwill set out:

o A description, in clearand plainlanguage, of the nature of the personal data breach
o The name and contact details of the DPO
o A description of the likely consequences of the personal data breach

o A description of the measures that have been, or will be, taken to deal with the data breach
and mitigate any possible adverse effects on the individual(s) concerned.

e The DPO will consider, in light of the investigation and any engagement with affected
individuals, whether to notify any relevant third parties who can help mitigate the loss to
individuals —forexample, the police, insurers, banks or credit card companies.

e The DPOwill documenteach breach,irrespective of whetheritis reported to the ICO. For each
breach, thisrecord will include the:

o Facts and cause
o Effects

o Action taken to contain it and ensure it does not happen again (such as establishing
more robust processes or providing further training for individuals)

Records of all breaches will be stored on the school’s computer system.

e The DPOand Headteacherwillmeettoreview whathappened and how it can be stopped from
happening again. This meeting will happen as soon as reasonably possible.

e The DPO and Headteacher will meet regularly to assess recorded data breaches and identify
any trends or patterns requiring action by the school to reduce risks of future breaches.

Actions to minimise the impact of data breaches

We will take the actions set out below to mitigate the impact of different types of data breach, if they
were to occur, focusing especiallyon breachesinvolving particularly risky or sensitive information. We will
review the effectiveness of these actions and amend them as necessary after any data breach.

Sensitive information being disclosed via email (including safeguarding records)

e |f special category data (sensitive information) is accidentally made available via email to
unauthorised individuals, the sender must attempt to recall the email as soon as they become
aware of the error.

e Members of staff who receive personal data sent in error must alert the sender and the DPO as
soon as they become aware of the error.

e [fthe senderis unavailable or cannot recall the email for any reason, the DPO will ask Soft Egg,
the school’s IT advisors to attempt to recall it from external recipients and remove it from the
school’s email system (retaining a copy if required as evidence).

e Inany cases where the recallis unsuccessful, or cannot be confirmed as successful, the DPO will
considerwhetheritisappropriate to contact the relevant unauthorised individuals who received
the email, explain that the information was sentinerror, and request that those individuals delete
the information and do not share, publish, save orreplicate itin any way.

e The DPO will endeavor to obtain a written response from all the individuals who received the
data, confirming that they have complied with this request.
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e The DPOwill carry outaninternetsearch to check that the information has not been made public;
if it has, we will contact the publisher/website owner or administrator to request that the
informationisremoved from their website and deleted.

If Safeguarding information is compromised
o The DPO will discuss with the DSLwhether the school should informits safeguarding partners.
Details of pupil premiuminterventions for named children being published on the school website

e The DPO will ensurethatthe informationisremoved from their websiteimmediately.

Non-anonymised pupil results or staff pay information being shared with Governors

e |f special category data (sensitive information) is accidentally made available via email to the
Governors, the sender must attempt to recall the email as soon as they become aware of the
error; the procedures for sensitive information being disclosed via email will be followed (see
above)

o |f information is shared with the Governors via another method, for example a paper copy
delivered by hand or in the post, the sender must alert the Governors to explain that the
information was sentin errorand request the Governors to delete the informationand not share,
or replicate itinany way, and the DPO mustbe informed.

o The DPOwill ensure we receive awritten response from all the Governors whoreceived the data,
confirming thatthey have complied with this request.

A school laptop containing non-encrypted sensitive personal data being stolen or hacked

e The DPO must be informed as soon as anyone becomes aware that a school laptop has been
stolen orhacked.

e The DPO will askthe school’s ITadvisors to do as much as possible to minimize the risk

The school’s cashless payment provider being hacked and parents’ financial details stolen

e The DPOmustbe informed as soon as anyone becomes aware that the school’s cashless payment
provider has been hacked.

e The DPO willimmediately inform the provider of the hacking.

e The DPO will ask the school’s ITadvisors for help and advice on minimizing the risk.

The DPO will report the breach to the ICO
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Appendix 2: Subject Access Request

English Martyrs’ Catholic Primary School

The General Data Protection Regulation (GDPR) providesyou, the data subject, with a right to receive
a copy of the information we hold about you. Please complete this form if you wish to access a copy
of your data. You may also need to provide proof of your identity. Your request will normally be
processed within one month of receipt of a fully completed form and proof of identity (if required).
Itislikelyto be difficulttorespond ina timely manner during closure periods and therefore we would
ask that you submit your request during term time so that we can address it sooner.

Your Details
Surname Forename
Address Email

Daytime phone
number

Relationship with the
school (e.g. employee,
parent, pupil, governor). If
you area parent, please
also specify the pupil’s
name

Proof of Identity

If you are a current employee, volunteer, governoror pupil you do not need to provide proof of identity. Forall
other requests, unless we have already stated that it is not required, you will need to provide proof of your
identity before we can comply with your request. This should include a copy of two documents such as your
birth certificate, passport, driving licence, official letter addressed to you at your address e.g. bank statement,
recent utilities bill or council tax bill. Atleast one document should include your date of birth and at least one
should include your current address. If you have changed your name, please supply relevant documents
evidencing the change.

If you think you will be unable to supply the documents above, please contact the Data Protection Officer
(contact information over the page).

Please indicate which proof of identity documents you have enclosed copies of (please note that copies will be
securely destroyed once the ID check has been completed):
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What personal information are you requesting tosee?

If you have changed your name during the period over which you are requesting information please ensure you
include this information below.

Employment oreducation
records

Please specify which records
you want access to and the
relevant time period. It will help
us to identify the relevant
records more quickly if you are
as specific as possible.

Emails

Please include relevant time
period and the name of the
sender and recipient(s) to the
best of your knowledge.

Other

Please specify what data you
are seeking in as much detail as
you can.

Information relating to other people

Please note when making a request that you are only entitled to your own personal data, not to information
relating to other people (unless you have parental responsibility for a child who is not mature enough to
exercise their own rights). Therefore if the data you have requested includes information about other people
this will normally be omitted or redacted unless the individual(s) concerned has consented to the disclosure.

Please return this form to Headteacher, Data Protection Officer, via the School Office

By signing below, you are confirming that you are the individual named above. The school cannot accept requests
regarding your personal datafrom anyone else who is not specifically authorised by you. We may need to contact
you for furtheridentifying information beforeresponding to yourrequest.

Signature (Data

Subject) Date

Dear
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RE: YOUR REQUEST UNDER THE DATA PROTECTION ACT 2018

Thank you for your subject access request dated XXXX. Subject access requests are for personal
data about the requester that is focused on the requester. It is for data/information and not the
documents in which the data/information is found.

You have been quite specific in your request, which was for the following information held by
the school:

STATE REQUEST

We searched our relevant systems to locate data within the scope of your request. The data
retrieved was reviewed by the Senior Management to ensure it was your personal data.

e | confirm that we are processing the personal data specifiedin your request.
I enclose with this letter a copy of the document/s specified in your request.

We have redacted any reference to third parties where applicable and where we owe a duty of
confidentiality.

| hope that the information attached satisfies your request.

If you are unhappy with the contents of the information provided, its accuracy or retention, or
with the handling of your request, then you should raise this by writing to the Chair of
Governors.

If, following this, you are not satisfied by the School’s response to your complaint, you have the
right to apply to the Information Commissioner for a decision. The Information Commissioner
will normally expect you to have exhausted our complaints procedure. The Information
Commissioner can be contacted at the Cheshire address below.

Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

We supply this information based on your original request. Please do not hesitate to contact
me at the above address, should you have any queries regarding the information enclosed.

Yours sincerely,

Headteacher
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